The development in the area of networking is Internet of Things (IoT). This will interrelated the object and things together. The realization of IoT subsystems will be subjected to numerous constraints that include cost, power, energy, and lifetime. However, most challenging requirement will be trust. It is widely recognized that the attacks from malicious parties can activate from Internet to the physical word. Hence, trust of IoT is of essential importance. Therefore, trust management is considered as a efficient solution to IoT related issues. Trust management has useful technology for providing security service and it has been used in many applications such as P2P, Grid, adhoc network and so on. Thus the trust based routing algorithm in Internet of Things is proposed for providing a potential security system. With this, the major focus on the problem of trust on the malicious nodes in any environment.
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The things/sensors are clustered into subgroups, each subgroup has a head node that delivers the messages originated from the group through the broker node to the ultimate receiver of the sensed data. The Fig.1 shows the network model. A network switch is a networking device that connects devices together on a computer network, by using packet switching to receive, process and forward data to the destination device. A bridge is a device that connects a local area network (LAN) to another local area network with the same protocol .
The head node can transfer the data to the other network through a switch and bridge. If the leaf nodes in each subgroup fail to work, the backup node can replace the failed node.
The proposed scheme is used to identify the proxy node. For the identification of proxy node two methods were used. The methods are distance estimation and angle estimation. For routing scheme were proposed to find the authentication, integrity and confidentiality.
I. DISTANCE ESTIMATION
For the distance estimation, the distances between the nodes were taken. The number of nodes is calculated and the separation of distance between the backbone node and broker node were taken. Every head nodes and broker node has their distance values. The permitted tolerance value is taken according to the network model. The estimated value of distance is defined as the sum of the distance separation of nodes and permitted tolerance. If the node moves away from the estimated distance of separation, then the node will be considered as proxy node.
The number of broker nodes can be defined as S,
The number of head nodes can be defined as B, 
II. ANGLE ESTIMATION
Every node in the network has their vertices and edges. According to that the angle estimation is calculated. The angle of separation between the broker and head nodes is taken.
The sum of the angle separation of nodes and permitted tolerance angle value is considered as an estimated angle. The broker and head nodes will connect to the estimated angle. If the node moves beyond their estimated angle value, then the node is considered as a proxy node.
The number of broker nodes,
The number of head nodes, 
III. ROUTING ALGORITHM
For the path selection routing is used, it will send and receive the packets. Routing is used to select the path in the networks to send and receive the packets. The purpose of the routing algorithm is to determine the best path for data. The network is having subgroups. Each subgroup has a group of leaf nodes and a head node. A node which is having a maximum of edges is elected as a cluster head. The coordinator is selected according to the maximum of active links in the nodes.
For the routing algorithm the authentication, confidentiality and integrity is used.
A. AUTHENTICATION
Authentication is a process are compared to the authorized users information within an authentication server. The lifetime and packet handled is considered as authentication. The authentication is maximum of lifetime and maximum of packet handled by the node. Lifetime is defined as the ratio of difference between initial energy and residual energy to the entire computation time.
Authentication index, Ɉ = max (Lifetime) || max (Packet handled) (1.8)
B. CONFIDENTIALITY
In information security, that information is not available to the unauthorized entities. The success rate and retransmission is calculated. The confidentiality is the maximum of success rate and minimum of retransmission.
The successful delivery rate of message indicates the radio of the amount of receiving information of the destination node and the amount of sending information of the source node, in a certain time limit. The retransmission occurs due to packet loss and mobility of the nodes. If the retransmission is more then, the delay is more and the throughput is decreased. So, the The maximum throughput is denoted by a threshold α. The α should be greater than 80
percentage. Throughput is defined as a number of packets successfully received in unit time. The minimum retransmission is denoted by a threshold β. The β should be less than 5 percentages.
Confidentiality index, ʋ = max (Success rate) || min (Retransmission) (1.10)
C. INTEGRITY
Integrity of information will protecting information from the unauthorized user by being modified. The maximum of neighborhood threshold and minimum of active links is calculated for integrity. The nodes in the network has its own threshold. The threshold is like covering range, the range should be maximum. The active links should be minimum.
Integrity index, τ = max (Neighbor threshold) || min (Active links) (1.11)
D. ROTUING ALGORITHM
An undirected planar graph G (V, E) with n nodes is given as an input.
Consider the head of leaf nodes, 
E. ANALYSIS OF THROUGHPUT
Throughput is the rate of successful message delivery over a communication channel.
Throughput is usually measured in bits per second , and sometimes in data packets per second (p/s or pps). The Fig.12 shows throughput. The trusted and untrusted network values were taken.
The node moves away then the throughput is decreased. In the trusted network, the backbone node will operate at the time of the moved node and the throughput is getting increased. 
F. SIMULATION PARAMETERS
Jitter is a variation in packet transit delay caused by queuing, contention and serialization effects on the path through the network. In heavily congested link, the higher levels of jitter will be more. The table.4.2 shows the simulation parameters. The delay will specifies the time taken for a bit of data to travel the network from one node to another. It is measured in multiples or fractions of seconds. By the location of the communicating nodes delay may vary.
The packet loss happens in the untrusted network, because of lacking the backbone node. The maximum throughput and minimum packet loss is occurs in trusted network. The proxy node was identified using distance and angle estimation. The node velocity is 0.01m/sec. If the node movement velocity is more, then the data transmission will be difficult. In this trust based system having the free node to overcome the problem of proxy node identification and node movement. The computation time is more because of replacing node in the system. To overcome the problem of link detection we need an efficient trust based system.
For that the keying and security methods to be used. The proxy node and node movement occurs in the untrusted system. The problem is overcome with the help of a trusted system by using the backup nodes and routing algorithm. On doing this, it was found that the PDR and throughput were found to be high and better for the trust based system.
